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Directions for Using Decryption Tool

Precautions : Make sure to delete malicious code from the system first. If not, the
system can be reinfected even if the infected file is recovered.

## Due to the cryptographic nature of Hive ransomware, it is difficult to recover 100%.

## KISA is not responsible for any problems caused by misuse.

## As the integrated decryption tool operates continuously, it is impossible to

recover files if you exit the program in the middle.

The integrated decryption tool can decrypt Hive ransomware version 1 to 4.
However, in the version 2, it is possible to decrypt only if the extension of the
infected file is “.w2tnk’, “.ujlps’.

1. Run the integrated decryption tool
When Hive Ransomware Integrated Decryption Tool.exe is run with
administrator privileges, a Command Prompt(CMD) window appears.

B CAUsers\KISA\Desktop\ TEST\Hive Ransomware Integrated Decryption Tool.exe

Hive
Ransomware
Integrated
Becryption Tool

-

Then, 4 folders are created in the path where the decryption tool is located. If
the encryption key file encrypted by the ransomware attacker, the infected file,
the original file, and the file to be decryted are copied to the created folder,
preparation for file decryption is completed.

0_Encrypted_keyfile Folder name Copy to
1 infected files 0_Encrypted_keyfile = | Encryption key file encrypted by attacker
E:C-riginal__-"iles 1_infected_files = | Infected file
3_recovery_target_files 2_original_files = | The original file of the infected file
[&] Hive Ransomware Integ | 3_recovery_target_files | => | File to be decrypted
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2. Check the version

For the Hive ransomware version, check the file extension and size of the
encryption key encrypted by the ransomware attacker created on the C drive
when infected. However, in the version1, if the execution program is not run
with administrator privileges, an encrypted encryption key is created in the
virtualization folder. For the virtualization folder, refer to the details in the table
of contents of ‘3.1.1. VersionT’.

Version | File name File extension File size Example
1 .hive about 10MB | Jub3Ee9tNMK1WyOPRwuVTw.key.hive
w2tnk Ns9SQ_476LclOK71vDYbAwrFKbt.key.w2tnk
2 : about 10MB : :
random .uj1ps wMeaAeiQD-vkcgjVMdenTtLGAST key.uj1ps
3 string d tri about 3KB, DKszTbfp3gyp7ixGWIWuZp5iS0B.key.fayg2
random strin xDKsz iX uZp5iSOB.key.fa
9 100KB, 1MB p>9yp p y-1ayg
4 random string about 3MB | VICge_MNCP-TubaUvhZ41U5f1rqr.key.bvddx

After copying the encrypted encryption key to the 0_Encrypted_keyfile folder,
enter the Enter key in the previous window to check the Hive ransomware

version and see the result.

B CAlUsers\EISANDesktop\TEST\Hive Ransomware Integrated Decryption Tool.exe

l Enter the Enter key

B Ch\Users\KISA\Desktop\ TEST\Hive Ransomware Integrated Decryption Tocls B CAUsers\82100Desktop\Hive Ransomware Integrated Decryption Tool.exe

1 found

i with the decryption.
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3. Collect original files

3.1. How to collect original files by version

To use the Hive ransomware integrated decryption tool, the infected file and
the original file of the infected file are needed. From version 1 to version 4, the
method of collecting original files is basically the same. However, in version 1, if
the ransomware execution program is not run with administrator privileges, the
original file must be collected in another way.

3.1.1. Version1

Whether the Hive ransomware version 1 execution program is run with
administrator privileges can be checked through the location of the file
encryption key encrypted by the attacker. The encrypted file encryption key exists
in the root directory(C drive) if it is run with administrator privileges, otherwise
in the virtualization folder (C:\Users\<User_name>\AppData\Local\VirtualStore). The
file name is ‘random string.key.hive’, and the file size is about 10MB.

Whether to run with

. . Encrypted file encryption key location
administartor privileges

| » Local Disk(C:) » aEE

- Cormpatibility files Mew folder

MName Type Size

2. Documents and Settings.pQCShzHrPvizddRgh  File
Run with PerfLogs I

Program Files
Program Files (x86)
(C drive) ProgramData

Users File

administartor privileges

Windows Fite folder
|| BOOTSECT.BAK. pQCShzHrPv9zd4Rgbps-pyfY™  HI
| HOW_TQ_DECRYPT Te

I_ pQCShzHrPvfOzd4Rgbps-g.key.hive HIVE File 11,801 KE I

Il Local Disk (C:) » Users » KISA » AppData » Local » VirualStore » I

ibrary = Share with = Mew folder

-

H Nam ype Siz

Not run with - Typ ize
- - . - 1 F'l: Ifc'c'-
administrator privileges Pragram Files it
. Program Files (x86) File folder
(Vlrtua|Store) ProgramData File folder
Windows File folder

.| HOW_TO_DECRYPT Text Document 2 KB
| L 1sS18EWPU-QPWMWU_qW3QAkey.hive  HIVEFile 11,301 KE |
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(D When run with administrator privileges

When the Hive ransomware is run with administrator privileges, the
infected file is not created in the Virtualization folder(VirtualStore), but the
infected file is created in the 'Program Files', 'Program Files (x86)', and
‘ProgramData’ folder of the C drive and the original file of the corresponding
file is deleted.

In this case, reinstall the same version of the program installed on the
infected PC to collect the original files. When the program is reinstalled,
various formats of files such as library files of '.lib', ".dll' format, photo files
of 'jpeg’, ".png’, format are created in installation paths such as "Program
Files" and "Program Files" (x86). If the process of comparing the file with the

infected file is repeated, a large amount of original files can be collected.

In addition, there is also a method to collect original files by comparing
files sent and received via email, files on USB storage devices, and files

stored in cloud storage with infected files.

@ When not run with administrator privileges

If the Hive ransomware is not run with administrator privileges, the
infected file is created in the Virtualization folder(VirtualStore). The original
file of the infected file is located in the ‘Program Files’, ‘Program Files
(x86)", ‘ProgramData’ folders of the C drive. The encryption key can be
decrypted using the original file and the infected file in the VirtualStore, and

files such as infected document, photo, and video from which the original

file has been deleted can be decrypted.

3.1.2. Version2 to Version4

The method of collecting the original file of infected files of Hive ransomware
version 2 to version 4 is the same as the case O When run with administrator
privileges of "3.1.1. Version 1". Thus, the original files of the infected files can

be collected using the corresponding method.
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3.2. Conditions

When collecting the infected files and original files, three conditions have to
be met. If decryption is performed in a state where the conditions are not
satisfied, an error occurs or the decryption tool program is ended. The

conditions are as follows.

Infected files and original files (M The name has to be the same.
® The total number has to be the same.
@ The version has to be the same.

Due to the cryptographic characteristics of Hive ransomware, the number of
files required for decryption is variable and difficult to quantify, so it is
recommended to refer to the description below.

In the version1, the number of files required for decryption varies according to
the total size of the files. If the total size of the files is 50 KB or less, 500 to
1,000 files are required, if the size is between 1 to 5 MB, more than 100 files
are required, and if the size is 25 MB, 30 to 50 files are required.

Version Total size of file Number of file required
50KB or less 500 to 1,000 files
1 1 to 5MB more than 100 files
25MB 30 to 50 files

From version?2 to version4, the number of files required for decryption varies
according to the size of individual file. If the extension of the infected file among
version 2 is ‘w2tnk’, 500 to 1,000 files with a size of more than 86 KB are
required, and for “.ujlps’, 1,000 files with a size of more than 128 KB are required
or 500 files with a size of more than 345 KB are required. For version 3, 100 files
with a size of more than 128 KB, and for version 4, at least 5 files with a size of
more than 5 KB are required.

Version Size of individual file Number of file required

w2tnk more than 86KB 500 to 1,000 files

2 . more than 128KB 1,000 files
uj1ps :

more than 345KB 500 files
3 more than 128KB 100 files

more than 5KB more than 5 files
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The number of files required for decryption is inversely proportional to the total
size of files or the size of individual file depending on the version, so the user
can arbitrarily adjust the number of files required, and the decryption rate may
vary accordingly. However, if the number is too small, it is not possible to
extract the values necessary for encryption key decryption, so this needs to be
noted(except version 4).

4. Perform decryption

After the collection of original files is completed, copy the infected file to the
"1_infected_files” folder.

0_Encrypted_keyfile
p | 1_infected files |

2_original_files
3_recovery_target files
[ Hive Ransomware Integ

| Zd.r3d JubIEeSthMK ] Wiyd@ RuuVT=-1NwWIECIF TyGidd SgWwikW Q. hive
5 AdebeGenumneSiminstaller e ubIEeNMETW IPRwuVTEVEMDTkHVIHESSWa | RZ die hive
| Checkers.aptub3EetNMETW OPRwWUVT 0 3--ww_TdIVEHGUK3HVnd hive
| ehrome sce JubIEeSthRK T W OP RV TOS gy UKV Sk Spukkiss hive
| chrame_provy.exelubIEeRtMMETWYOP BwuV TZL7MIOnT0cNCFRESDU_BHLhive
| commons-io-2.2 jar)ub3EeSNME W IPRwul TivaZ 3XD3Eox WEAH1sCrWSE hive
| DigSag.api Jub3EeGthhK 1W 0P RwuNTICWithes CyaghfF2rABWARL hive
| devDX9.x3d Jub3EeStNMKT Wy OPRwuW Tixt_TZjespiyXCgEmYtww.hive
-

&
e
S
=]
3
—

| _init_py.00wYa3ZuTVGIs UWT 1 _Czd308C nxwdDggPd_sg_2CvaSrHEGTINCO_THgt9s.u)1ps
| _&c_wa.gp3T-win_amdBd, pyd 90w YaZvTVGIsIUWT X1 _Qed308CnxwiDqgPd_sgdEqdunidTSLTLsDGZpeaill.ujlps
1 _ec_ws.pyd S0wYa3ZvTVGIIUJWTIN_Qzd308CnxwdDiggPd,_sgXQWIHISBhNATAVWITIX Zk.ujips
| _elementtree.pyd, 30w Ya3ZvTVGISUWTRG 1 _Czd308CnewdlagPd_soiseY OMfppyRabaF GFedFu u)ips
| _header_value_parserpy, 30w a3 Zv TVGIsUWTIK_Cad308CnowdDqgPd_sg-p_0iZg 1 XK YFhnedPRHpdh.uptps
| _lzrna pyd S0wWYa3ZWTVGIUPNT)GT_Qzd308CmewdDiggPd_sg-2f-wax BWNIOFEWER _vom.ujips
| _sslpyd 90wYa3Zv7VGIsIUPWTKI_Qrd308C ricwdDogPd_sg- ¥y gjQGVnYiNG-rkDmaRb.ujips
| yaml.pyd S0wYadZvTVGIsIUpW T Grd308CrawdDggPd _sg 20HojIKSgiRg- EjhG2wiv.ujips
L]

| _init_.py.UO_rEPtkM1khcgWija Ivd2VieKRgsn5xB86/ZuSy3Myz_SwGESZepvMcl.fayg2
| _ec_ws.cp3T-wan_amd6d pyd U0 _rEPtkMIkhegWajaivdZ2VieKRgenxBaIZuSy3 My iM3SFMWIAD fayg2
ec_ws.pyd U0 _rEPtcMTkhogWAja lvd2VieKRgen Sa881ZuSy 3MAz_FdF nj0NSIKUD fayg2
| elementtreepyd UO_rEPtkM1khogWajalvd2VieKRgsn S BAIZu Sy IMKz_dBjmmwI YezAl.fayg2
| _header_value_parser.py.UO_EPtkM 1 khegWaja lwd 2VieKRgsn 5x B8/ ZuSy3MKz_ReeXCy_Kx OE0.fayg2
| _lamia.pyd UD_rEPtkbMikhogWikja Tvd2ViekRgsn Sx88/ZuSy Mz OsTiFZxb56Y0.fayg2
L _sshpyd IO _rEPHM T khe gWAj2 1vd2V] ekRgenSx BEMZusy IMKz_HEQeUK-ggact-fayg2
:_yurnl.pyd.UO_rEPtkM'll:hchAj}'lvﬂ!'u'reKRngmSEJZu5y3MK1_dehdyb|clkﬂ-.fsyg!
L]

£ UoISIap,

_' ransomware anahysis results. pdf OsrMEIRKERC do0TWMUDWAmE-27eWLX_7HTZwily- _ AAAAAALAAAAD budde
| ransomuware attack figures.sise. OsrMKIRKERC do0ZWMUDWASmE-27eVL_THTjZwidy-_ CALAADGAALAD bvdde
| ransomware attack path.pmg.QseMKIRKERC do0ZWIMUDWAAmE- 27e YLK _THT| 2wy _AAAAAAAAALAD bvddx
| ransommware attack status, ppty, OsrM KIRKERC do0Z WMUDWA4mE- 27eYLX_T5I7j 2wy~ _lgAAACYAAAAD bvddx
| ransomware conferencePG.OstMKIRKELC do0ZWIMUDWALmE-2TeYLX_T5IT T wiy-_ OAAAAD gAAAAD bvdd:
| ransomware decryption tool.2ip. OsrMKIRKERCAo0ZWMUDWALmE-2TeVLX_THTZwiy-_ CAAAAAGAAAAD Bvddx
ransomware definition. hwp. OsrMEIRKERC de0ZWRUDWAImE- 2TeY L7517 Zwky-__ASAAALLAALAD byvddy
| ransomware snapshotvmdi. OsrKIRKERC do0ZWMUDWAmE-2 TeYLx_T3lTZwiy: _AAAAAAAASAAD vddx

| ransomware trend report.door QsrMKIRKERC do0ZWMUDWA4mE - 2TeYLX_75ITDwiy- _ GgASABoAAAAD bvddx

 UOISIBp
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Then, copy the original file to the ‘2_original_files’ folder.

0_Encrypted_keyfile
1_infected files

e 2_criginal_files o

3_recovery_target_files
[=] Hive Ransomware Integ

| 2dx3d L] _nit__py
| AdobeGenumeStiminstaller.ene b _ec_wiep3T-win_amdbd. pyd
| Checkers.api 1 _ec_ws.pyd
| chrome.gie < | ] _elementtree.pyd
! chrome_proxy.exe "_“; || _header_ value_parser.py
el | | cOmmons-ia-2.2.jar g || tzma.pyd
| DigSig.api 3 | _sstpyd
| drvDNGx3d — | , vamlpyd
L L ]
L L]
- .
| _nit_py :

& ransorvware anakyses resuits

| ransomvware sttack figuresylax

' Py =
| o Wi Py B ransomware sttack path

| _ec_ws.ep3T-win_smdfd.pyd

| _el th d .
| e | ransormware attack status. pph

} bsider st porsinpy & ransomware conference

| ransomware decryption toal

b | | _zmapyd

fr uoisiap,

=] -sshpyd | ransormivare definttionhwp
| L vamlpy \
LI yaml.pyd ransomware snapshotaymdk
" ransomware trend report
L] L ]
- -
L ] ]
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Finally, copy the files to be decrypted to the ‘3_recovery target_files” folder.

0_Encrypted_kevfile
1_infected files
2_original_files

PI 3_recovery target files I

(] Hive Ransomware Integ

| 2o 3d JubIEaSHNIK Wy DR RV T- 1 MwIECTF Ty Gid4Sq WiwkWCL hive
N AdobeGenumneShminstaller exe JubIEeltNMKIWL P Raa VT Yeb I EHVIFEeSWe TRZ dle hive
U] Checkers,apilub3EestNMETWOPRwuV TTo3--vv_ZdIVEHGUKSHVR hive
| chrome.exeJubIEeStHME W IR RwuV TOS gk UKV Suk SpukiHisjs hive
| chrame_proxy.exedubIEeStNME WA OP RwuY T2 TMIORTOcHCFSEDu_BHL hive
-I commang-io-L2jar Jub3EeHNMETWOP RwuV TovaZ 20D 3E o WEXH 1sCAWSE hive
'| DigSig.apilubIElt MK Wy 0P Rwu\ T Wthe sy g hFIABINARU hive

] drvDig3d b EeStNMK T Wy DPRwul TSt _1Zjespiy NCogEmYtwa hive

| uoisiap

[0 _init_py 50wYaaZvTVGILUPNT X1 _Qed303CnewdDagPd sg 2CvaStHEGTIXCO THetSs.uj1ps

il 1 e _ws cp3T-win_amdfd. pyd 90w Ya3Zy TVGIsIUPWTIEN_Czd 28 CnawdDggPd_sqIEqdunid SLTLeDOZpecd Lujips

| ] _ecows pyd S0wWYa Ty TVGISILIW T _Crd 308Cnuwd DagPd_sg@nQWIHESBhNGTAWWITekujlps

.':_E elementtree.pyd I0wYa3ZvTVGISIWTINN_Czd308CnewdDiggPd_sg¥ie OHfppyRaba)F GF eAFu.u)1ps

.'::. _header_value_parser.py. 30w YadZvTVGIIUWTXN_Czd308C nowdDggPd_sy-p 0iZg 1 XXYFhnad PRHpdh ) 1ps
_F _lzrmapyd S0wWYa3Zv VG WTO1_Crd308CnuwdDaggPd_sq-2f-wvwa B\WISFEWR _vom.ujlps

| _sshpyd 90wYa3TvTVGISIUWTX1_Qzd308CnuwdDggPd_sg-YycqiQGVnyiNG-rklmaRb.ujips
(] yemlpyd SO Ya 32w TVGIILWT AT _Qrd 308 nuwd DggPd_sg_20HojIKSgfRg-EjhG2wanv.ujips
[}

[T _init_.pyU0_tEPtkMIkhcgWaja vd2VieKRgsnSx 8612 uSy3Miz_SwGESZepvMcDfayg2
|1 _ec_wscp37-win_amdsd,pyd UO_rEPHM TkhegWiaja Tvd 2VIeKRgen 360 Zuby 30z _IMSIF g MW3ALfayg2
Bc_we.pyd U0 _rEPtkM 1 khogWiagaTvd2VleK RgsnSu 8617 uSyIMKz_FdFnjONEIKUD fayg2
|| _elementtree.pyd UO_rEPt khogWaAja Tvd2ViekRgsn S B6HZuSy M _dBjmiw Yez Al faygld
|7 _header value_parser.py. IO _rEPUMT khegWija tvd2VIekRysn S 80T uSy3MX:_ReedCy_XxOED faygd
| ] _temapyd WO _rEPtkM TkhegWajaTvd2VIeKRgsnSx 8512 uSy 3NNz _OsTrFZxb &Y fayg2
[ 7 _sshpydlUQ_rEPtkM TkhegWAja lve2VieKRgsn S BEIZuSyIMKs_HikQeUK-ggaedfaygl
[ _yamilpyd UD_EPtki IkhogWijaTvd2VieKRgsnSx 851 ZuSy 3Miz_jOdblylkdcUcd fayg?
L ]

£ UoISIap

| ransomware anahysis results. paf. OsrbAKIRKERC do0f WMUDWAmME-2 TaYLX_THTjDwily-_ AAASAAAASALD buddy
| ransomware attack figures.s OsrMKIRKELC do0ZWMUDWALmE- 27X _THTjZwiy-_ OALALDgARLAD bvddx
| ransormware attack path.png. OstVKIRKERC do0@WMUDWAmE-2TeL_THTIZwiy- _AAAAAAAALLAD bvddy
_ ransomware attack status.pptx, O3 dMEIRKEKC dolZWMUDWAImME-2TeYLX_THTZw)y- _JgAAACYALALAD byddx
_- rensomware conferencel PG, OsrMEIRKERC do0ZWMUDWAImE-2TeY LE_T5ITiEwily-_ OAAAAD gAARAD byddx
_ ransermware decryption tool 2ip. OarMKIRKERCdolZWMUDWELmE-27eYLX_THTZwky-_ CAAAALQAALAT byvddx
: ransormware definition. wp OstMEIRKERC do0ZWRUDWIdmE-ZTeYLE_T3ITSwdly-_ AASALAALLLAT budds
| ransomware snapshotmdie erMKIRKERCd o0ZWMUDWAImE-2TeYLI_TIITIEwiy-_ASAAAASALALD byddy

| ransomware trend report.doct, OsrMEIREELC de0ZWMUDWAImE-2TeYLX_THTZwiy-_GgAAAR0AAAAD bvddx

p uoISIap
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After copying the files required for decryption and the files to be decrypted to
each folder, press the Enter key in the previous window. The decryption tool
extracts the values necessary for decryption using the infected file and the
original file and recovers the encryption key. The time that it takes to recover
the encryption key may vary depending on the number of infected files and
original files.

Integrated Decryption Toels B ChUsersh82104\ Desktop\Hive Ransomware Integrated Decryption Toal.exe

B C\Usersi82104\Desktop\ Mive Ransomware Integrated Decryption Tool.exe B CUsers\B2104\DesktopiHive Ransomiware Integrated Decryption Tookexe

l Enter the Enter Key

B CAlsers\ KISADesktop TEST\Hive Ransormwvane Integrated Decryption Toolexe

L uosiap

€ Uoisiap

eskinp' Heve Rensomware integeeted Decryption Tooleve
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When encryption key recovery is completed, decryption is performed targeting the
files in the ‘3_recovery_target_files’ folder. For files that have been successfully

decrypted, the string '‘Decrypted successfully!!' is displayed in the window.

| UoIsiBp

When decryption is completed, the decrypted file is created in the
‘3_recovery_target_files’ folder. The string ‘dec_’ is added in front of the file

name to distinguish it from an infected file.

dec_2d.x3d dec__init__.py
[25] dec_AdobeGenuineSlimlt dec__ec_ws.cp3T-win_amdbd.pyd
dec_Checkers.api dec__ec_ws.pyd
€ dec_chrome | dec_elementtree.pyd
[2°] dec_chrome_proxy < dec__header_value_parser.py <
dec_commons-io-2.2.jar g_ dec_lzma.pyd g_
dec_DigSig.api 3 dec_ssl.pyd 3
| dec_drvDX8.x3d - | dec_yaml.pyd -
: :
L -
| dec__init__.py [ '_dec_rnit_,py
dec__ec_ws.cp3T-win_amdbd.pyd | dec_elementtree.pyd
dec__ec_ws.pyd | dec__header_value_parser,py
dec__elementtree.pyd | dec_ssl.pyd
dec__header_value_parser.py dec_582b377fb1d33b62bc117:
dec__lzma.pyd & dec_background_land
| dec_ ssl.pyd & dec_background_port
| dec_yaml.pyd - dec_ebddb14013404ab5a191b!
| dec_mdmracal
M dec_ransomware attack path
H H
- L]
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What is Hive Ransomware?

Hive Ransomware is a ransomware discovered in June 2021 and mainly
attacks companies. It uses a variety of methods to penetrate the target
system and distribute ransomwares. Currently, various strains are continuously
being found, so special attention is needed to prevent infection.

Unauthorized reproduction or copying of the contents of this manual without the
permission of the Korea Internet & Security Agency is prohibited. Violation of this may be
in conflict with the Copyright Act.
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