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Avast Ransomware Decryption Tools: How to Guide

1. Download the avast_decryptor_RANSOMWARE_NAME.exe file (e.g., avast_decryptor_globe.exe), then:
e Click Run to launch the application immediately.

avast_decryptor_globe.exe is not commonly downloaded and could harm Delete View downloads X
your computer.

e Save it to your desktop and run it later by double-clicking the avast_decryptor_globe.exe icon

on your desktop.
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2. If the Windows protected your PC dialog appears, click More info, then click Run anyway.

Windows protected your PC

Windows SmartScreen prevented an unrecognized app from starting. Running this app might put
your P

More info
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3. On the Welcome screen, click Next.

[‘5‘_] Avast Decryption Tool for Globe v 1.0.52.0 X
T » N "
» < Welcome
=
~ we'll guide you through the process of decrypting your files.
- Click "Next" to begin.
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<gack | Next> | | cancel |

4. Locate the files you want to decrypt using the available buttons, then click Next:

[‘5 Avast Decryption Tool for Globe v 1.0.52.0 Y
RO e :
» < Select location(s) to decrypt

You can also drag and drop another location or file into this screen,

Shartcut keys: DEL (delete), IMS (insert), F2 (edit)

| AddLocal Drives | | Add Metwork Drives | | AddFolder... |

| <Back || Next> | | cCancel |
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Important: The next three steps (steps 5 to 7) apply only if a password needs to be cracked. Otherwise,
the wizard progresses directly to the screen described in step 8.

5. Provide the location of the encrypted file and the original file, then click Next.

Dﬁ HAwvast Decryption Toel for Globe v 1.0.52.0 >

Add an example file

To crack Globe's password, we need to first compare an encrypted file with its
unencrypted ariginal, For this to wark, both files must match.

Add encrypted file here

C:\Upload\files\423fgyQ+5cE2V 1aZsld500. decrypt20 17 B

Add original file here:
Z:YUploadfoobar .bmp E]

[ 11 know the password for decrypting files

Original files might be found in various locations, induding:

* Backup disk (the file must not have changed since backup)
* Email folder (inbox, outbox, trash, etc.)

* Wallpaper folder: C:\Windows\Web

* Windows sounds: C:\WindowsMedia

| < Back || Mext = || Cancel

Note: Both the original file and the encrypted file are required for password cracking. You can often
find an original in one of these places:
e A backup from the cloud or on a flash drive or other external drive.
e A standard Windows sound or picture (e.g. wallpaper), which you can download from the web
or other PCs.
e A document, picture, or video you received or sent in an email.
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6. Click Start to initiate the process of password cracking.

D5 Hovast Decryption Tool for Globe v 1.0.52.0 *
s 5 © ‘g
» 2 Crack the password

Click "Start™ to begin cracking the password. This could take several hours.
Cracking progress is saved periodically.

Object Name: Ci\ploadifiles\423fgyQ+5cEzY 1aZsld 500, decrypt2017

Elapsed Time: P:UU:UU

Passwords Tried: }3

Password:

> Start

S

| <Back [ Next> | | cancel |

Note: This process consumes excessive resources on your PC. Click Pause to suspend the process if
necessary.

7. Click Next when the cracked password appears in the Password box.

['ffl HAovast Decryption Tool for Globe v 1.0.52.0 x

Crack the password

Click "Start” to begin cracking the password. This could take several hours.
Cracking progress is saved periodically.

Object Name: C:\WUpload\files\423fgyQ +5cEzV 1a7sld500. decrypt2017

Elapsed Time: b:UU:U?

Passwords Tried: |19088?44 {2726k per second)

Password: 9854f026ecdc9a782850eca 773 345f 7913482254 1a668a5!

Password found! Click "Next" to continue.

| <Back || Next> |  Cancel
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8. Tick the following options as preferred, then click Decrypt:
e Backup encrypted files: creates a backup of the encrypted files.
e Run the decryption process as an administrator: enables the decryption process to access all
files including those that are only accessible with administrator privileges.

Dﬁ Avast Decryption Tool for Globe v 1.0.32.0 >

Backup encrypted files?

We recommend that you backup encrypted files, so you can restart the process
later if something goes wrong.

Backup encrypted files

We also recommend that you run the decryption process as an administrator.
This will allow to decrypt maximum of the encrypted files.

Fun the decryption process as an administrator

< Back ||@Decrypt| | Cancel |

9. When the decryption is complete, click Show Log to see an overview of the completed decryption or
click Close to exit the wizard.

Dg. Avast Decryption Teol for Glebe v 1.0.32.0 *

Decryption Complete

We now recommend updating your antivirus and running a full scan.

Help prevent future ransomware attacks
Try Avast Free

Like how we helped you?
H Like us on Facebook a Follow us on Twitter

| | Show Log w Close




