Decryption Checker for Lockbit 3.0 Ransomware

This guide has been prepared to accompany a set of tools provided via the No More Ransom
project, aimed at helping victims of the Lockbit ransomware retrieve their encrypted data.

It's important to acknowledge that, despite our best efforts, not all victims of Lockbit can be
directly helped with decryption at this point. The tool included in this download is specifically
designed to determine the feasibility of decryption/recovery for your specific case.

If the outcome of the tool indicates that decryption/recovery is feasible, you will be shown an
email address to reach out to for further instructions.

Important: Please be aware that the tool binaries are not digitally signed, which means they
might be mistakenly identified as potential threats by some antivirus programs. If your antivirus
software flags our tools, we recommend temporarily disabling your antivirus protection.

Decryption ID checker

This script checks your unique decryption ID against a list of known decryption keys that have
been recovered by law enforcement agencies. If a match is found, it indicates that a decryption
key is available for your case, and you will be guided on how to proceed.

The tool provided (check_decryption_id.exe) is a commandline-utility and therefore features no
Graphical User Interface (GUI). check_decryption_id.exe can be executed directly from a
windows command prompt and does not need to be installed. As it also does not rely on any
remote services, it is fully functional in offline environments.
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